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The Cybersecurity Problem in Africa
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Non-digital – Information Lifecycle Management
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The Cybersecurity Problem

 Understand

 Attribution

 Deterrence



Understanding

Understanding the anatomy and basis of cyber attacks

 Network Monitoring

 Detective controls

 Preventive controls

 Risk Program

 Visibility



Understanding

Collecting evidence, build timelines and gathering evidence in the wake of a 

cyber attack.

 Forensics

 Collaboration

 Standards

 Investigation



Deterrence

Deterrence is a strategy to dissuade or prevent adversaries from taking specific  

malicious actions. This can be gained through:

 Laws and policies

 Prosecution 

 Investigation

 Cyber-threat Intelligence
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Current state of cyber security in Corporate Africa

Risk Management

Risk assessments

Risk Register –
Top/Medium/Low

Controls Management

Controls 
Implementation –

FW/AV

Infosec Programs –
SOCs/Ops/Tech

Audit and Compliance 
Management

Audit Programs -
VAPT

Audit reports

Internal/External
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Deficiency reporting – audit reports

Using control deficiencies as a measure of our cyber security problems
Leads to unnecessary investments in irrelevant technologies and tools
Focusing on controls more than visibility and exposure
Conducting annual reviews when most processes are now real-time



Perspectives from the Boardroom



Perspectives from the Board Room – 2018 Research survey

1. What is reported to the board?

2. How is it reported (e.g., format, context)?

3. Why is it reported?

4. How is it viewed by directors and other non-security execs?

5. How does all of the above differ among different types of orgs?



What is the primary value of cybersecurity to the business?

CISO PERSPECTIVE

“If I asked the Board, what my most 

important job is, they would say, ‘Don’t 

get breached.’ But they get most upset 

when I didn’t respond promptly to 

vendor/customer inquiries.”

BOARD PERSPECTIVE

“Trust is the #1 value security offers to 
the business. Trust that we can 
continue to do business without major 
breaches or disruptions.”



Are you confident with the security program’s effectiveness?

CISO PERSPECTIVE

“Several items are red at the 

moment. Not necessarily because 

they are high priority, but because 

there is a real risk. Green would make 

the Board ignore it.”

BOARD PERSPECTIVE

“Directors come away with the 

overwhelming impression that no matter 

how much money they spend on security 

they’re still going to get breached.”



What metrics are reported to the Board?

CISO PERSPECTIVE

“We had a weekly metrics report that mostly 

useless when I cam. I stopped it, but don’t know 

what to replace it with. I don’t think the industry 

knows what a successful security program looks 

like to measure against it.”

BOARD PERSPECTIVE

“Stop talking about security. Talk about the outcomes 

of security. Does this help the business? Does it make 

my life better? Does it make my life better? What do 

we get that we didn’t before? What do we eliminate 

that we had before?”



Insights from the Boardroom

The questions are not complicated but, are difficult to answer in simple, consistent, and measurable 
terms.



What is Needed?

A shared approach for discussing the 

business aspects of cyber risk that 

meets the needs of all key 

stakeholders



Cyber Metrics in the Boardroom



Metrics reporting and perceptions
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The Future: 
Cyber risk visibility and exposure



Cyber Risk Visibility and Exposure

What is Cyber Risk Visibility?

Cyber risk visibility is the ability to adequately measure the effectiveness and 

efficiency of implemented cyber security controls to safeguard the organization.

What is Cyber Risk Exposure?

Cyber risk exposure refers to the potential loss an organization faces based on 

security controls implemented to safeguards its assets



Lack of metrics

 Financial statements vs Cyber-risk Matrix



Developing metrics for cyber security

Business Reporting

 High VULNERABILITIES 

 TOOLS needed by IT department

 AUDIT findings for the year

 What the company OWNS (Assets)

 What the organisation OWES

 Total PROFIT made that year

 How the organisation COMPARES with 

competitors

 PROJECTIONS in revenue

CURRENT _ IT/Security Reporting



Developing metrics for cyber security

Business Reporting

THE RIGHT APPROACH - FUTURE

Visibility – ASSETS

Exposure – LIABILITIES

Profit – GAINED VISIBILITY

Loss – GAINED EXPOSURES

Cash Flow – INCIDENT TRENDING

 What the company OWNS (Assets)

 What the organisation OWES

 Total PROFIT made that year

 How the organisation COMPARES with competitors

 PROJECTIONS in revenue

IT/Security Reporting



Lack of metrics

Inherent Risk management

Controls management

visibility management Residual Risk management



Macro 
vs 

Micro
Analysis of Risks



• A new Approach to Cyber security – Continuous Auditing

Regardless of the size, architecture or industry, a security analyst succeeds or fails by their ability 

to collect and understand: 

The right data at the right time in the right context. 

What should we then focus on?
When it comes down to it, we have two things: Assets and Users.



• A new Approach to Cyber security – Continuous Auditing



• A new Approach to Cyber security – Continuous Auditing

Unauthorized 
Access

Vulnerabilities

Changes Configurations

Static Metrics



• A new Approach to Cyber security – Continuous Auditing

Threshold Analysis 

 Volume

 Velocity

 Limits

 Multiplicity

Profile Analysis

Correlation

An Analysts key focus should revolve around the following:



• A new Approach to Cyber security auditing – Breach Scenario

What can go wrong in with our current business processes?

Which systems are most likely to be used to leverage the attack?

Who is most likely to attack us? Insider?

How will the attack us?

Breach Scenario Analysis
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Lack of metrics

Inherent Risk management

Controls management

visibility management Residual Risk management

Cyber visibility and exposure management



Inherent Risk Profiling 

• Inherent risk incorporates the type, volume, and complexity of the institution’s 

operations and threats directed at the institution. Inherent risk does not include 

mitigating controls. 

Process

• Mergers and Acquisitions

• Change management

• Policies

People

• Staffing

• Training

• Culture

Technology

- External connections

- Wireless connections

- Third parties

- Applications

- Asset inventory

- Channels

- External Threats



Inherent Risk Profiling 



Inherent Risk Profiling 
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Inherent Risk Profiling
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KEY
Least – Risk presented causes least impact 
Minimal – Risk presented causes minimal damage
Moderate – Risk posed causes moderate damage
Significant - Risk posed causes moderate damage
Most - Risk posed causes moderate damage



Maturity Assessment

Designed to help management measure the institution’s 

level of risk and corresponding controls. The levels range 

from baseline to innovative. 

 Anticipate Risk – Cyber Risk management

 Detect Vulnerabilities – Cyber Vulnerability 

Management

 Respond to Incidents – Cyber Incident 

Management

 Contain Threats – Cyber Threat Management



Controls/Program Implementation 
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Cyber Visibility Measurement – Balance sheet

The cyber 
security balance 

sheet.

Reports the level of visibility that management 

have into cyber security posture of the 

organisation

It is based on the cyber security resources, 

investments and details of a company security 

posture on a specific day. 

This is a snapshot of what the company looked 

like at a certain time in history.

• Existence and Completeness – Design assertions

• Timeliness and reporting - Operational assertions







Cyber security Incident Trending ( Income statement)

‘the cyber 
security income 
statement’

Report incidents, activities, and resulting impact 
positive or negative of an organisation during a 
specific time period. 

Compares the number of incidents in a certain 
period over a previous period. 

Shows key stakeholders and shareholders how 
efficiently the company is at mitigating cyber 
security threats from available resources.

• Design and operations deficiencies

• Significant and material deficiencies 



User Management Design Operating Significant Material
2018 30 60 58 60
2017 66 56 53 56
2016 56 46 36 46

Privileged Accounts Design Operating Significant Material
2018 80 75 70 75
2017 77 70 67 70
2016 70 65 60 65

Malware and Viruses Design Operating Significant Material
2018 56 42 33 42
2017 55 40 30 40
2016 20 32 26 32

Monitoring and Analysis Design Operating Significant Material
2018 68 63 61 63
2017 63 60 55 60
2016 60 55 51 55

THE CYBER SECURITY DEFICIENCY AND INCIDENT STATEMENT
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